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UMO001

ISP Programmer User manual

Introduction

This user manual gives an overview of Artery ISP Programmer. ISP Programmer acts a graphic
Interface application designed to facilitate the use of ARTERY MCU. With the help of this programmer,
users can perform ARTERY MCU devices through UART or USB ports.
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1 Introduction

1.1 Environmental requirements

® Software requirements
Windows 7 and above are required.

Software version below 2.0.04, .Net framework 4.0 is required.
Software version 2.0.04 and above, .Net framework 4.6 is required.

® Hardware requirements
Serial communication port (COM).
USB communication port.

1.2 Glossary

® |ISP:
This refer to in-system programming so that user can directly perform write or erase operations on
the chip.

® UART:
Universal Asynchronous Receiver/Transmitter. It is a serial communication port (COM) for full-
duplex asynchronous communication.

® USB:
Universal Serial Bus. It is an external bus standard used to regulate the connection and
communication between computers and external devices.

® DFU:
Device Firmware Upgrade. It is a device firmware update protocol based on USB communication.
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2 Installation

® Hardware installation
UART communication: the device must be connected to the serial communication port (COM) on
the computer. DFU communication: the device must be connected to USB port on the computer.

® USB DFU driver installation
If the USB DFU communication is used, the USB DFU driver must be installed. Please refer to the
chapter USB DFU driver installation for detailed information.

® Software installation
This software is not required, just directly run the executable program "ArterylISPProgrammer.exe".

2022.07.06 8 Rev 2.04
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3 USB DFU driver installation

Artery provides the USB DFU driver automatic installation program "Artery_DFU_Driverlnstall.exe".
Double-click it to enter the installation interface. (As shown in Figure 1)

The driver installation program will automatically scan all the "AT32 Bootloader DFU" devices
connected to the computer. When the devices are connected, the "VID", "PID", and "UID" of each
device can be displayed respectively.

Figure 1. DFU driver install

Artery_DFU_DriverInstall_V1.0.01 o

Cievice Name:

|AT32 Bootloader DFU |

..............................................

ViD: |2|§3c Install driver
PID: |DF11
UID:  |FFFFFFFEFFFF

Extract driver

3.1 Install driver automatically

Click on "Install driver" button to start the automatic installation of the driver.
If the installation is successful, a successful installation message will be displayed.
If failed, an error message will be displayed.

If the driver is already installed, "Install driver" will become "Reinstall driver". Click on this button
will reinstall the driver.

3.2 Install driver manually

2022.07.06

When the automatic installation failed or the user needs to install the driver manually, refer to this
chapter for manual Installation.

Click on "Extract driver" button, a driver installation package ("usb_driver" folder) will be
generated in the current Directory (As shown in Figure 2).

This installation package is only available for the currently running operating system. If it is applied
to other operating systems, the installation may fail.

9 Rev 2.04
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Figure 2. Manual install-driver location

Q\_) [ 1 » Artery DFU_Driverlnstall » ~ [ 44| [ Search Arteny_DFUD
Organize = = Open Include in library Share with = Mew folder #== » 0 '@‘
e i Mame ‘ Date modified Type Size
Bl Desktop 3/12/2020 2:57 PM  File folder
& Downloads iy Artery-BFY-Brrerimstall 1/4/2019 9:22 AM Application 9,507 KB

75l Recent Places

7 Libraries
;:| Documents
rJ: Music
|| Pictures

E Videos

m

1M Computer
[ RV =

usb_driver Date modified: 3/12/2020 2:57 PM
i File folder

The procedures of manual installation are as follows (take windows7 as an example):

B Open the "Device Manager' (As shown in Figure 3)
First make sure that the "AT32 Bootloader DFU" device is properly connected to the computer.

Figure 3. Manual install-device manager
=) Device Manager =N

Eile Action View Help

Ll AMalNERN Nl AN T
42 WIN-GFIGQSFLHET

> 25 Batteries

{8 Computer

= Disk drives

. &, Display adapters

> ey DVD/CD-ROM drives

b Floppy disk drives

» & Floppy drive controllers

b U5 Human Interface Devices

b g IDE ATA/ATAPI controllers

b & Keyboards

5 Mice and other pointing devices
» B Monitors

b & Network adapters
4[5 device

» F Ports (COM & LPT)
b D Processors

b 4 Sound, video and game controllers
> &5 Storage controllers

> M System devices

>« g Universal Serial Bus controllers

—_———— T Iar——a

In this case, the "Device Manager" will scan the device "AT32 Bootloader DFU" without driver
installed.

If the device "AT32 Bootloader DFU" is not found, please rescan it, that is, click on the "Device
Manager'-"Action" menu and select "Scan for hardware changes".

B Right-click on the device "AT32 Bootloader DFU" and select "Update Driver Software" (As
shown in Figure 4).

2022.07.06 10
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Figure 4. Manual install-update driver software

= Device Manager EI@

File  Action View Help
a5 DB HE® R &%S
4 = WIN-6FIGQSFLHET

B Q Batteries

> {8 Computer

b Disk drives

> M Display adapters

B - DVD/CD-ROM drives

> - Floppy disk drives

> t‘é Floppy drive controllers

b ’.”ﬁ,‘ Human Interface Devices
b g IDE ATAJATAPI controllers
b & Keyboards

> ﬂ Mice and other pointing devices
- I Monitors

&F Network adapters

-5 Other dei
i d|f3(AT32 Bootloader DFH
5 __w? Ports Update Driver Software...

b 2} Processors Disable

b -8 Sound, video and game Uninstall
b 4 Storage controllers

b -8 System devices

b a Universal Serial Bus con

| S

Scan for hardware changes

Properties

Launches the Update Driver Software Wizard for the selected device.

B Select "Browse my computer for driver software". (As shown in Figure 5)

Figure 5. Manual install-browse my computer for driver

sl

o) U Update Driver Software - AT32 Bootloader DFU

How do you want to search for driver software?

= Search automatically for updated driver software

Windows will search your computer and the Internet for the latest driver software

for your device, unless you've disabled this feature in your device installation
settings.

Browse my computer for driver software
Lacate and install driver software manually.

Cancel

Please select the location of the driver correctly, that is, click on "Extract driver' to generate a

driver installation package ("usb_driver" folder). Then click on "Next"' (As shown in Figure 6).

2022.07.06
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Figure 6. Manual install-select driver software

@ | Update Driver Software - AT32 Bootloader DFU

Browse for driver s

rch for driver software in this location:
CihUsers\scottzhanghDesktephArtery_DFU_Driverdnstallusb_driver Browse...

Yaclude subfolders

< Let me pick from a list of device drivers on my computer
This list will show installed driver software compatible with the device, and all driver
software in the same category as the device.

=55

Mext ][ Cancel

B [nstalling driver softwar. (As shown in Figure 7).

Figure 7. Manual install-driver software installing

) U Update Driver Software - AT32 Bootloader DFU

Installing driver software...

Please wait for the driver installation to be complete. After it is completed, click on "Close" (As

shown in Figure 8).
The manual installation of the driver is now completed.
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Figure 8. Manual install successful

) L Update Driver Software - AT32 Bootloader DFU

Windows has successfully updated your driver software
Windows has finished installing the driver software for this device:

AT32 Bootloader DFU

The hardware you installed will not work until you restart your computer,

X5

Close
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4 Product part number and interface
4.1 AT32F403 part number and interface

Table 1. AT32F403 part number and interface

2022.07.06

Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F403ZCT6 256KB LQFP144 Y Y Y
AT32F403VCT6 256KB LQFP100 Y Y Y
AT32F403RCT6 256KB LQFP64 Y Y Y
AT32F403CCT6 256KB LQFP48 Y Y Y
AT32F403ZGT6 1024KB LQFP144 Y Y Y
AT32F403VGT6 1024KB LQFP100 Y Y Y
AT32F403RGT6 1024KB LQFP64 Y Y Y
AT32F403CGT6 1024KB LQFP48 Y Y Y
AT32F403ZET6 512KB LQFP144 Y Y Y
AT32F403VET6 512KB LQFP100 Y Y Y
AT32F403RET6 512KB LQFP64 Y Y Y
AT32F403CET6 512KB LQFP48 Y Y Y
AT32F403CGU6 1024KB QFN48 Y Y Y
AT32F403CEU6 512KB QFN48 Y Y Y
AT32F403CCU6 256KB QFN48 Y Y Y
AT32F403CBT6 128KB LQFP48 Y Y Y
AR8F403CGT6 1024KB LQFP48 Y Y Y
Table 2. AT32F403 GPIO Pin Map

IP MCU TX Pin/DM RX Pin/DP

UART1 Al PA9 PA10

UART2 AT32F403Z2GT6/ AT32F403VGT6 PD5 PD6

Others PA2 PA3

DFU Al PA11 PA12

4.2 AT32F413 part number and interface
Table 3. AT32F413 part number and interface
Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F413RCT7 256KB LQFP64 Y Y Y
AT32F413CCT7 256KB LQFP48 Y Y Y
AT32F413KCU7-4 256KB QFN32 Y Y Y
AT32F413CCU7 256KB QFN48 Y Y Y
AT32F413RBT7 128KB LQFP64 Y Y Y
AT32F413CBT7 128KB LQFP48 Y Y Y
AT32F413KBU7-4 128KB QFN32 Y Y Y
AT32F413CBU7 128KB QFN48 Y Y Y
T 14 - T Reva0a
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Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F413C8T7 64KB LQFP48 Y Y Y
AT32FEBKC8T7 64KB LQFP48 Y Y Y
Table 4. AT32F413 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All PA9 PA10
UART2 All PA2 PA3
DEU All PA11 PA12

4.3 AT32F415 part number and interface

Table 5. AT32F415 part number and interface

Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F415RCT7 256KB LQFP64 Y Y Y
AT32F415RCW 256KB LQFP64 Y Y Y
AT32F415RCT7-7 256KB LQFP64 Y Y Y
AT32F415CCT7 256KB LQFP48 Y Y Y
AT32F415KCU7-4 256KB QFN32 Y Y Y
AT32F415RBT7 128KB LQFP64 Y Y Y
AT32F415RBW 128KB LQFP64 Y Y Y
AT32F415RBT7-7 128KB LQFP64 Y Y Y
AT32F415CBT7 128KB LQFP48 Y Y Y
AT32F415KBU7-4 128KB QFN32 Y Y Y
AT32F415R8T7 64KB LQFP64 Y Y Y
AT32F415R8T7-7 64KB LQFP64 Y Y Y
AT32F415C8T7 64KB LQFP48 Y Y Y
AT32F415K8U7-4 64KB QFN32 Y Y Y
AT32F415CCU7 256KB QFN48 Y Y Y
AT32F415CBU7 128KB QFN48 Y Y Y
Table 6. AT32F415 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All PA9 PA10
UART2 All PA2 PA3
DFU All PA11 PA12

4.4 AT32F403A/F407 part number and interface

Table 7. AT32F403A/F407 part number and interface

Interface
Part number Flash size Pin
UART1 UART2 DFU
AT32F403AVCT7 256KB LQFP100 Y Y Y
AT32F403ARCT7 256KB LQFP64 Y Y Y
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AT32F403ACCT7 256KB LQFP48 Y Y Y
AT32F403ACCU7 256KB QFN48 Y Y Y
AT32F403AVET7 512KB LQFP100 Y Y Y
AT32F403ARET7 512KB LQFP64 Y Y Y
AT32F403ACET7 512KB LQFP48 Y Y Y
AT32F403ACEU7 512KB QFN48 Y Y Y
AT32F403AVGT7 1024KB LQFP100 Y Y Y
AT32F403ARGT7 1024KB LQFP64 Y Y Y
AT32F403ACGT7 1024KB LQFP48 Y Y Y
AT32F403ACGU7 1024KB QFN48 Y Y Y
AT32F407VCT7 256KB LQFP100 Y Y Y
AT32F407RCT7 256KB LQFP64 Y Y Y
AT32F407VET7 512KB LQFP100 Y Y Y
AT32F407RET7 512KB LQFP64 Y Y Y
AT32F407VGT7 1024KB LQFP100 Y Y Y
AT32F407RGT7 1024KB LQFP64 Y Y Y
AT32F407AVCT7 256KB LQFP100 Y Y Y
AR8F403CGT6-A 1024KB LQFP48 Y Y Y
AT32F403AVGW 1024KB LQFP100 Y Y Y
Table 8. AT32F403A/F407 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All PA9 PA10
AT32F403AVGT7/AT32F407VGT7 PD5 PD6
UART2
Others PA2 PA3
DFU Al PA11 PA12
4.5 AT32F421 part number and interface
Table 9. AT32F421 part number and interface
Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F421C8T7 64KB LQFP48 Y Y N
AT32F421C8W 64KB LQFP48 Y Y N
AT32F421K8T7 64KB LQFP32 Y Y N
AT32F421K8U7 64KB QFN32 Y Y N
AT32F421K8U7-4 64KB QFN32 Y Y N
AT32F421F8U7 64KB QFN20 Y Y N
AT32F421F8P7 64KB TSSOP20 Y Y N
AT32F421PF8P7 64KB TSSOP20 Y Y N
AT32F421G8U7 64KB QFN28 Y Y N
AT32F421C6T7 32KB LQFP48 Y Y N
AT32F421K6T7 32KB LQFP32 Y Y N
AT32F421K6U7 32KB QFN32 Y Y N
e 16 - T Revaod
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Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F421K6U7-4 32KB QFN32 Y Y N
AT32F421F6U7 32KB QFN20 Y Y N
AT32F421F6P7 32KB TSSOP20 Y Y N
AT32F421G6U7 32KB QFN28 Y Y N
AT32F421C4T7 16KB LQFP48 Y Y N
AT32F421KAT7 16KB LQFP32 Y Y N
AT32F421K4U7 16KB QFN32 Y Y N
AT32F421K4U7-4 16KB QFN32 Y Y N
AT32F421F4U7 16KB QFN20 Y Y N
AT32F421F4P7 16KB TSSOP20 Y Y N
AT32F421PF4P7 16KB TSSOP20 Y Y N
AT32F421G4U7 16KB QFN28 Y Y N
Table 10. AT32F421 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All PA9 PA10
UART2 All PA2 PA3
4.6 AT32F435/F437 part number and interface
Table 11. AT32F435/F437 part number and interface
Part number Flash size Pin Interface
UART1 UART2 DFU DFU1 DFU2
AT32F435ZMT7 4032KB LQFP144 Y Y Y Y Y
AT32F435ZGT7 1024KB LQFP144 Y Y Y Y Y
AT32F435ZCT7 256KB LQFP144 Y Y Y Y Y
AT32F435VMT7 4032KB LQFP100 Y Y Y Y Y
AT32F435VGT7 1024KB LQFP100 Y Y Y Y Y
AT32F435VCT7 256KB LQFP100 Y Y Y Y Y
AT32F435RMT7 4032KB LQFP64 Y Y Y Y Y
AT32F435RGT7 1024KB LQFP64 Y Y Y Y Y
AT32F435RCT7 256KB LQFP64 Y Y Y Y Y
AT32F435CMT7 4032KB LQFP48 Y Y Y Y Y
AT32F435CGT7 1024KB LQFP48 Y Y Y Y Y
AT32F435CCT7 256KB LQFP48 Y Y Y Y Y
AT32F435CMU7 4032KB QFN48 Y Y Y Y Y
AT32F435CGU7 1024KB QFN48 Y Y Y Y Y
AT32F435CCU7 256KB QFN48 Y Y Y Y Y
AT32F437ZMT7 4032KB LQFP144 Y Y Y Y Y
AT32F437ZGT7 1024KB LQFP144 Y Y Y Y Y
AT32F437ZCT7 256KB LQFP144 Y Y Y Y Y
AT32F437VMT7 4032KB LQFP100 Y Y Y Y Y
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Part number Flash size Pin Interface
UART1 UART2 DFU DFU1 DFU2
AT32F437VGT7 1024KB LQFP100 Y Y Y Y Y
AT32F437VCT7 256KB LQFP100 Y Y Y Y Y
AT32F437RMT7 4032KB LQFP64 Y Y Y Y Y
AT32F437RGT7 1024KB LQFP64 Y Y Y Y Y
AT32F437RCT7 256KB LQFP64 Y Y Y Y Y
AT32F435CMT7-E 4032KB LQFP48 Y Y Y Y Y
AT32F435CGT7-W 960KB LQFP48 Y Y Y Y Y
AT32F435CCT7-W 192KB LQFP48 Y Y Y Y Y
AT32F435CMU7-E 4032KB QFN48 Y Y Y Y Y
AT32F435CGU7-W 960KB QFN48 Y Y Y Y Y
Table 12. AT32F435/F437 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All PA9 PA10
UART2 AT32F435/F437ZxT7. AT32F435/F437VxXT7 PD5 PD6
Others PA2 PA3
AT32F435/F437ZxT7. AT32F435/F437VXT7-
UART3 AT32F435/F437RXT7 PC10 Pett
Others PB10 PB11
DFU1 All PA11 PA12
DFU2 All PB14 PB15
4.7 AT32WB415 part number and interface
Table 13. AT32WB415 part number and interface
Part number Flash size Pin Interface
UART1 UART2 DFU
AT32WB415CCU7-7 256KB QFN48 N Y Y
Table 14. AT32WB415 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All None None
UART2 All PA2 PA3
DFU All PA11 PA12
4.8 AT32F425 part number and interface
Table 15. AT32F425 part number and interface
Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F425R8T7 64KB 64LQFP Y Y N
AT32F425R6T7 32KB 64LQFP Y Y N
AT32F425R8T7-7 64KB 64LQFP Y Y N
AT32F425R6T7-7 32KB 64LQFP Y Y N
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Part number Flash size Pin Interface
UART1 UART2 DFU
AT32F425C8T7 64KB 48LQFP Y Y N
AT32F425C6T7 32KB 48LQFP Y Y N
AT32F425C8U7 64KB 48QFN Y Y N
AT32F425C6U7 32KB 48QFN Y Y N
AT32F425K8T7 64KB 32LQFP Y Y N
AT32F425K6T7 32KB 32LQFP Y Y N
AT32F425K8U7-4 64KB 32QFN Y Y N
AT32F425K6U7-4 32KB 32QFN Y Y N
AT32F425F8P7 64KB 20TSSOP Y Y N
AT32F425F6P7 32KB 20TSSOP Y Y N
AT32F425G8U7 64KB 28QFN Y Y N
AT32F425G6U7 32KB 28QFN Y Y N
Table 16. AT32F425 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP
UART1 All PA9 PA10
UART2 All PA2 PA3
4.9 AT32L021 part number and interface
Table 17. AT32L021 part number and interface
Part number Flash Size Pin Interface
UART1 UART2 DFU
AT32L021C8T7 64KB 48LQFP Y Y N
AT321L021C6T7 32KB 48LQFP Y Y N
AT321L.021C4AT7 16KB 48LQFP Y Y N
AT32L021K8T7 64KB 32LQFP Y Y N
AT32L021K6T7 32KB 32LQFP Y Y N
AT32L021K4T7 16KB 32LQFP Y Y N
AT32L021K8U7 64KB 32QFN Y Y N
AT32L021K6U7 32KB 32QFN Y Y N
AT32L021K4U7 16KB 32QFN Y Y N
AT32L021K8U7-4 64KB 32QFN Y Y N
AT32L021K6U7-4 32KB 32QFN Y Y N
AT32L.021K4U7-4 16KB 32QFN Y Y N
AT32L021F8U7 64KB 20QFN Y Y N
AT32L021F6U7 32KB 20QFN Y Y N
AT32L021F4U7 16KB 20QFN Y Y N
AT32L021F8P7 64KB 20TSSOpP Y Y N
AT32L021F6P7 32KB 20TSSOpP Y Y N
AT32L021F4P7 16KB 20TSSOpP Y Y N
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Part number Flash Size Pin Interface
UART1 UART2 DFU

AT32L021G8U7 64KB 28QFN Y Y N
AT32L021G6U7 32KB 28QFN Y Y

AT32L021G4U7 16KB 28QFN Y Y

Table 18. AT32L021 GPIO Pin Map
IP MCU TX Pin/DM RX Pin/DP

UART1 All PA9 PA10

UART2 All PA2 PA3
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5 User Interface

5.1 Connection settings

On this page, you can select the corresponding connection mode, that is, the interface type: UART
or DFU.

5.1.1 UART connection

After using the UART connection, you can select the serial interface to be operated and make
related settings (As shown in Figure 9). Please ensure that the device to be operated is properly
connected to the selected serial interface.

When "Boot Switch" is set to "Manual", you need to manually reset the device to restart the
"BootLoader" program in device. If the device supports automatic connection circuitry, reset can be
controlled by controlling the DTR and RTS signals. You can select the control mode of the current
device in "Boot Option".

After setting, click on "Next", if the connection is successful, skip to the next page. If failed, an error
message will be displayed.

Figure 9. UART connection window

W Artery ISP Programmer _V2.0.00 - *

R-RY HH5T7

.Select the communication port and set settings, then click next to open conmection

Fort Type TART b
Fort Hame COML £ Farity Even e
Fand Rate 115200 o Boot Switch |Mammal w
Data Bits g i Timeout{s) b4 w
Boot Option Hot use RIS and DTR
Select Language English w

Fext Close

The USB serial interface automatic connection circuit can be designed with reference to the
following figure. (As shown in Figure 10):
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Figure 10. USB interface auto connection diagram

USB USART&USB POWER

VCC3.3

VCCS5
C50
| | 10]

Ul4
16
| VCC~—GND 4| |* GND
OF 15 | o35 1vp TXD |

1
2
Sl 12 pres rxp XD VUSB
13 prRe V3 —2 | |33
12 | hepe D 3 CH340 D+ 1104 1
i1 6 CI340 D- = ]
L r  p- o CB40D ‘ USB_23]
i 7 GND —
5| DSR# XL = L vee
2 crs¢ xo ‘st a0 2 LS
CH340G N G0 D 3| 1.
“—cse  ——cs7 = NC
\HTI 22 [ 6\D
— USB

SND

[

The combination of Q2 and Q3 in figure 10 constitutes the automatic connection circuit of the
development board, which only should be set in the ISP software: DTR low level reset, RTS high
level to load bootloader. In this case, it can be connected automatically without setting BO manually
and pressing reset button. Among them, RESET is the reset signal of the board, whereas BOOTO is
BO signal of the boot mode.

The following is the implementation process of automatic connection circuit when BOOT1 is low:
First, the ISP controls DTR to output low level, then DTR_N output high, and RTS is set high, then
RTS_N output is low, so Q3 is turned on and BOOTO is pulled up, that is, BOOTO is set to 1, and
Q2 will also be turned on at the same time, the reset pin of chip is pulled low to realize reset. Then,
after a delay of 100ms, the ISP controls DTR to be high level, then DTR_N output low level, and
RTS maintains high, then RTS_N continues to be at low level, in this case, the reset pin of chip
becomes high since Q2 is no longer on, and the chip ends reset, but BOOTO remains at 1, and
enters the BootLoader Mode, and then ISP starts to connect and download the code.
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5.1.2 DFU connection

After selecting the DFU connection, you can select the DFU device to be connected (as shown in
Figure 11). Please ensure that the device to be operated is connected to the corresponding USB

port of PC.

The software will automatically obtain and display the relevant information of DFU device, including
vendor ID(VID), product ID (PID), and product SN (UID).

After selecting the DFU device to be connected, click on "Next", and if the connection is successful,
skip to the next page. If failed, an error message will be displayed.

Figure 11. DFU connection window

o Artery ISP Programmer V2.0.00 — =
T q’
r
_Select the communication DFU device, then click next to open conmection
Fort Twpe 1ISE DFU e
Fums= vin FID 1ID
1 2E3C IF11 AT32
£ >
Select Langnaze English e
Hext Close
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The connection is now set up, and the status of Flash is displayed on this page (As shown in Figure
12).

If "Access protection" is enabled, the device will restrict the use of some functions, that is, it is
only allowed to use Firmware CRC function /Flash CRC/ Disable access protection function.

Figure 12. Flash status window

o Artery ISP Programmer V2.0.00 — =
[
[T 17
Target is readable. Pleaze click “Wext” to proceed.
Flash Size 1024 EKE
Back Hext Close
e ——— - SIS S N S S O - N
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5.3 Device Information page
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This page displays device-related information such as target device, PID, BID, protocol version,

Flash mapping and Flash protection status (As shown in Figure 13).

If SPIM is connected, please check "SPIM" and select "SPIM Type". The SPIM size depends on the

"SPIM Type".If SPIM encryption is required, set the SPIM FLASH_DA.

In this case, all sectors of main flash and SPIM are automatically displayed in the Flash map.

Figure 13. Device information

¥ Artery ISP Programmer V2.0.00 —

R_RY #1577

Pleaze, select your device in the target list

Target ATIZF403AVGTT_1024K

SFIM

SEIM FLASH DA Ox D

Flash mapping

SPIM Type |'|'|'25Q1281.|’ | |16]'|'IZB | Select (®) Remapl(Vze PAI1/FALZ pins)
(") Remapl (Use PE10/PEll pins)

St

PID (L) [FO050344 EID (h) (4703 Protocol version

Hame Start addrezs End address Sire FAF EFF ()
Seotorl Ox0S000000 (a03000 FFF 0800 (2K H ¥
Sectorl Ox0E000800 O:x08000FFF 0800 (2K H I’}
Sector? 003001000 003001 7FF 03300 {2K) ] ¥
Sectord Ox0E001800 (03001 FFF 0800 (ZE) H I’}
Sectord Dx08002000 008002 FFF (800 (2K H "
Zectord Dx03002500 0x03002ZFFF 03300 {2K) ] ¥
Sectorf Ox08003000 (08003 FFF 0800 (2K H I’}
Sector? Dx03003500 0x03003FFF 03300 {2K) ] ¥
Seotord Ox0E004000 (a03004 FFF 0800 (2K H ¥
Sector® Dx08004800 D:x08004FFF (800 (2E) H " o
¥: Frotected H: UnFrotected
Eack Hext Close
In UART communication mode:
1. AT32F403 series MCUs support SPIM.
2. AT32F413 series MCUs support SPIM.
3. AT32F415 series MCUs do not support SPIM.
D . e [ ] A - T
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4. AT32F403A series MCUs support SPIM.

5. AT32F407 series MCUs support SPIM.

6. AT32F421 series MCUs do not support SPIM.
7. AT32F435 series MCUs do not support SPIM.
8. AT32F437 series MCUs do not support SPIM.
9. AT32F425 series MCUs do not support SPIM.
10. AT32L021 series MCUs do not support SPIM.

In DFU communication mode:

1. AT32F403 series MCUs do not support SPIM.

2. AT32F413KCU7-4 and AT32F413KBU7-4 in the AT32F413 series do not support SPIM; other
models of AT32F413 series MCUs support SPIM.

3. AT32F415 series MCUs do not support SPIM.

4. AT32F403A series MCUs support SPIM.

5. AT32F407 series MCUs support SPIM.

6. AT32F421 series MCUs do not support DFU and SPIM.
7. AT32F435 series MCUs do not support SPIM.

8. AT32F437 series MCUs do not support SPIM.

9. AT32F425 series MCUs do not support DFU and SPIM.
10. AT32L021 series MCUs do not support DFU and SPIM.

B Checked “SPIM’
Allows operation on SPIM.

B Unchecked “SPIM’
Operation on SPIM is not allowed.

m  SPIM Type
You can select SPIM type with “Select" button.
Click on "Select" button, a dialog box will pop up. (As shown in Figure 14)

Figure 14. SPIM selection

o SPIM Select — =

Select SPIM type name Size

1 GD25Q127C 16MB
Oz GD25Q64C aMB
Os= GD25Q32C 4aMB
Oa GD25Q16C 2MB
Os GD25Q80C 1MB
Os W25Q128V 16MB
Oz EN25QH128A 16MB
s Commeon Typel 16MB
Os Common Type2 16MB

< >
dute deteot Delete

SFIM size 16ME
14 Cancel
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Auto detect: it will automatically detect whether the SPIM meets the requirements of this software
operation. (Auto Detect will overwrite some data of SPIM, please use it with caution)
If the detection is successful, a dialog box will pop up. (As shown in Figure 15)

Figure 15. SPIM name

o SPIM name — Y

SPIM auto detect successfully, Please enter SPIM name :

OK Cancel

Click on "OK" to add the detected SPIM to the SPIM list.
Click on "Cancel" to cancel auto detect.

If Auto detect failed, a failure dialog box will pop up. (As shown in Figure 16)

Figure 16. SPIM name

rError ﬁ1

'8' SPIM auto detect failed.

SPIM size: this is used to select SPIM size, except for the default type.
Delete: delete the selected SPIM from the list, except for the default type.
OK: SPIM selected.

Cancel: cancel.

B SPIM Size
SPIM size is depending on the selected SPIM type.

® SPIM FLASH_DA
Set the encryption range when downloading files to the SPIM. The encryption range calculates
starting from address 0x08400000.

B Remap0 (use PA11/PA12 pins)

B Remap1 (use PB10/PB11 pins)

Select the desired pins. This option is only available for AT32F413/F403/F407 series UART
interfaces.
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5.4 Operation configuration page

Choose what you need to do on this page. (As shown in Figure 17)

Figure 17. Operation configuration

W Artery ISP Programmer _V2.0.01 — *
ARNM-RY 45
T q‘
F
() Erase () Edit User system data
@ Download to device O Disable sLib
sLib Status: DISABLE Start sector w
IHSTE =tart sector e
Pazzword Ox :I End sector s
Ho. File Hame File Size #ddress Range(Ox) Add
Delete
Eraze option Erase the sectors of file size DETL&]:']-E slib before download
[]OptimizeiRemove zome FF=) [] Verify after download
[ ]Write user serial number [] Junp to the user program
03010000 Qo0o0o01 Qoonoo0L
|:| Applyr User swstem data
[ ]Enable Access protection after Download hccess protection
() Upload from device
O Firmware CRC FF
() Flash CEC
Sector0—:3000000 Sector(—0:3000000
() Frotection ENAELE fAooess protection
Back Hext Cloze
S - S S N S LB O
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5.4.1Erase

— Click on "All' to erase the whole memory (Including SPIM).

— Click on "Sectors" to customize the sectors to be erased. At this time, click on "..." to select
the sector to be erased in the pop-up dialog box. (As shown in Figure 18)

Figure 18. Sector erase selection

o Memory Mapping X
Hame Start address End address Size FAF EFF ™
I:‘ Sectorld 005000000 Ox:0S000FFF 01000 (4K) H il
D Sectorl 005001000 Ox0S001FFF Dx1000(4K) H i}

D Sector? Q08002000 Ox0S002FFF Dx1000(4K) H i}
D Sectord 005003000 0x05003FFF 01000 (4K) i il
|:| Sectord 005004000 Ox0S004FFF D 1000 (4K} H il
D Sectorb 005005000 Ox:0S005FFF Dx1000(4K) H i}
[ 5ectoré 008006000 0x08006FFF 01000 (4K) L "
D Sector? 005007000 0x05007FFF 01000 (4K) " il
|:| Sectord 008005000 Ox:0S005FFF D 1000 (4K} H il
D Sector® Oz 08002000 Ox0S009FFF Dx1000(4K) H i}
[ 5ecterld 008004000 0x0800AFFF 01000 (4K) " "
I:‘ Sectorll O 0500E000 Ox0S00EFFF 01000 (4K) H il
|:| Sectorl? Oz 0S800C000 Ox0S00CFFF D 1000 (4K} H i}
D Sectorld Oz 05000000 Ox0S00DFFF Dx1000(4K) H i}
D Sectorld 0 0500EQO0 0x0500EFFF 01000 (4K) i il
|:| Sectorlb Oz 0S00F000 Ox:0S00FFFF D 1000 (4K} H il
D Sectorlf 0058010000 0x08010FFF Dx1000(4K) H i}
[ 5ectorl? 008011000 0x08011FFF 01000 (4K) L "
D Sectorlsd 005012000 0x0501ZFFF 01000 (4K) i il
|:| Sectorl? 0058013000 00801 3FFF D 1000 (4K} H il v
= - - oo e f i - -
I:‘ Select A1l 0K Cancel

— Click on "Blocks" to customize the blocks to be erased. At this time, click on "..." to select the
block to be erased in the pop-up dialog box. (As shown in Figure 19)

Figure 19. Block erase selection

w Memory Mapping *
Hame Start addreszs End address Size FaP EFF ~
D Elack0 Q03000000 Ox0300FFFF 0310000 (54K} " "

D Elockl Q03010000 0x0301FFFF 0310000 (54K} " "
D EFlock? Ox03020000 O0x0302FFFF D3 10000 (54K} " H
D Elock3 Ox03030000 0x0305FFFF D3 10000 (54K} " H
D Elockd Ox03040000 0x0304FFFF Oz 10000 (54K} H i)
D Elocks Ox03050000 0x0305FFFF Oz 10000 (54K} H i)
D Elocké 003050000 0:x0305FFFF Ox 10000 (F4E) H i)
D Elock? 003070000 0030 7FFFF Ox 10000 (F4E) H i)
D Elocks Q03050000 Ox0305FFFF 0310000 (54K} " "
D Elocks Q03050000 Ox0305FFFF 0310000 (54K} " "
D Elockln Ox03080000 O0x030AFFFF D3 10000 (54K} " H
D Elockll Ox030B0000 0x030EFFFF D3 10000 (54K} " H
D Elockl? Ox030C0000 0x030CFFFF Oz 10000 (54K} H i)
D Blockl3 Ox030D0000 0x0300FFFF Oz 10000 (54K} H i)
D Elockld 0:030E0000 0:x030EFFFF Ox 10000 (F4E) H i)
D ElocklB O:030F0000 0:x030FFFFF Ox 10000 (F4E) H i)
D Elockls Q03100000 0x0310FFFF 0310000 (54K} " "
D Elockl? Q03110000 0x0311FFFF 0310000 (54K} " "
D Elockld Ox03120000 0x0312FFFF D3 10000 (54K} " H
D Elockl® Ox031:30000 0x0315FFFF D3 10000 (54K} " H v
Fo ool R e eteon - -
[1 Select a1l )4 Cancel
S S — T T S ) S
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5.4.2 Edit User system data

Select "Edit User system data" and click on "Next".

On this page, users can configure the "User system data" through graphical interface (As shown in

Figure 20).

Supports obtaining the "User system data" value from the device or file and displaying the value.

After editing, apply to device or save to file.

Figure 20. User system data

W Artery ISP Programmer_V2.0.00

heocess protection

e [ ]

System setting byte

Eraze and program protection bytes

Disable

L

rWDT_ATO_EN nDEFSLF_RST
n§DIT_DEPSLP n#DT_STDEY

R 55D

EOFED (SEAM)

384KB SRAM

nSTDBY_RST ETOFT

EKEYS

FKEY4 0Ox

Load from device

Dx

Apply to device

Baclk

Hame Start a. .. End add .. Size Epp A | EFFO=3
[ sectard 005000000  0xDS000FFF  Ox1000(4E) |H EFP4-T
[ sectorl 008001000 Ox08001FFF  0x1000(4E) K
[ sectorz 0x08002000 OxO0S00ZFFF  0x1000(4K) K
[ sector3 0x08003000  0x08003FFF  Ox1000(4E) N
[ sectord 0x08004000 Ox0S004FFF  0x1000(4K) K
[ sectork 008005000 Ox08005FFF  0x1000(4E) K
[ sectoré 0x08006000 OxOS006FFF  0x1000(4K) K
|_| Santar? MAENN TN DNENNTEER Ml nnn AR L'} = D Select Elll
Uzer data
Date 0 1 2 3 4 5 6 7 |~ Clear
Data 0---7 (0x) FF FF |[FF |[FF |FF |FF |FF |FF
Data 8---15 (0x) FF FF |[FF |[FF |FF |FF |FF |FF Toud File
Data 16---23 (0x) FF FF |[FF |[FF |FF |FF |FF |FF
Save to file

Data 24---31 (0x) FEFE |FF [FF [FF |FF [FF [FF
QSFI encryption key

KEYO Ox KEYL Ox KEYZ Ox KEY3 O

KEYE Ox

Load frem file

EEY? Ox

Save to file

Close

B Access protection

The access protection status is displayed. The access protection of the memory cannot be set here.

AT32F403/F413/FA03A/F407/F435/F437:
Enabled: FAP----OxFF.
Disabled: FAP---0xA5.

AT32F415/F421/F425/L021:
Access protection: FAP----OxFF.

High level access protection: FAP----OxCC (Access protection and user system data erase
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protection). (AT32F425/L021 high level access protection is irreversible. Once enabled, it will never
be unlocked, with its debugging interface permanently disabled. Please use with caution.)
Disabled: FAP----OxA5.

When access protection is enabled, neither the flash memory or user system data can be read,
unless the access protection is disabled.After access protection is disabled, both the main flash and
user system data will be erased.

B System setting byte
nWDT_ATO_EN:
Unchecked—Hardware watchdog.
Checked—Software watchdog.

nDEPSLP_RST:
Unchecked—Reset occurs when entering Deep Sleep mode.
Checked—No reset occurs when entering Deep Sleep mode.

nSTDBY_RST:
Unchecked—Reset occurs when entering Standby mode.
Checked—No reset occurs when entering Standby mode.

BTOPT (AT32F403/F413/F403A/F407/F435/F437)

Unchecked—when the device is set to boot from flash memory bank 1 or bank 2, if bank 2 has no
startup program, boots from bank 1, otherwise, bank 2.

Checked—when the device is set to boot from flash memory (default value), it starts from bank 1.

nBOOT1 (AT32F421/F425/L021)

Boot mode is determined together with BOOTO, and when BOOTO = 1,
Unchecked----SRAM is selected as boot space.

Checked---Boot memory is selected as boot space.

nWDT_DEPSLP:
Unchecked----WDT stop count when entering Deep Sleep mode.
Checked---WDT does not stop count when entering Deep Sleep mode.

nWDT_STDBY:
Unchecked---- WDT stop count when entering Standby mode.
Checked--- WDT does not stop count when entering Standby mode.

SRAM_Parity: (AT32L021)
Unchecked ----- Enable odd check of RAM.
Checked ------- Disable odd check of RAM.

m  EOPBO(SRAM)
AT32F403/F403A/F407: (AT32F403CBT6 not support)
224 KB SRAM—SRAM 224 KB.
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96 KB SRAM—SRAM 96 KB.

AT32F413: (AT32F413C8T7/AT32FEBKCS8T7 not support)
64 KB SRAM—SRAM 64 KB.
32 KB SRAM—SRAM 32 KB.
16 KB SRAM—SRAM 16 KB.

AT32F415/F421/F425/L021: (not support)

AT32F435/F437:

Flash size 256K and below:
512 KB SRAM—SRAM 512 KB.
448 KB SRAM—SRAM 448 KB.
384 KB SRAM—SRAM 384 KB.
Flash size 1024K and above:
512 KB SRAM—SRAM 512 KB.
448 KB SRAM—SRAM 448 KB.
384 KB SRAM—SRAM 384 KB.
320 KB SRAM—SRAM 320 KB.
256 KB SRAM—SRAM 256 KB.
192 KB SRAM—SRAM 192 KB.
128 KB SRAM—SRAM 128 KB.

B Erase and program protection bytes
You can choose which sectors need to be erase and program protected. (As shown in Figure 21)

Figure 21. Erase and program protection bytes

Eraze and program protection bytes

Hame Start a... End add. .. Size EFF ™ EFFO-3
[ sectern 0x0&000000 Ox0S0007FF  0x5000(2K) W
[ sectorl 0x08000800 Ox0S000FFF  0x500(2K) W
[ sectorz 0x0&001000 O0x0S0017FF  0x5000(2K) W
[ Zectar3 0x08001800 Ox0S001FFF  0x5000(2K) W
[] sectord 0x0&002000 Ox0S0027FF  0x50002K) W
[ zectars 0x08002800 Ox0S002FFF  0x5000(2K) W
[]sectors 0x0&003000 Ox0S0037FF  0x50002K) W
[l Scntar? NANRNT3E00 N-NS00TFERR N800 00T 1 e DSelect all

EPPO:

AT32F403/F413/F403A/F407: controls the erase and program protection of sectors in the range of
Flash 1K-32K.

AT32F415: controls the erase and program protection of Sector0-Sector15.

AT32F421: controls the erase and program protection of Sector0-Sector31.

AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 1K-
32K. Each bit protects 4K bytes sectors.

AT32F425: controls the erase and program protection of Sector0-Sector31.

AT32L021: controls the erase and program protection of Sector0-Sector31.

EPP1:
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AT32F403/F413/F403A/F407: controls the erase and program protection of sectors in the range of
Flash 33K-64K.

AT32F415: controls the erase and program protection of Sector16-Sector31.

AT32F421: controls the erase and program protection of Sector32-Sector63.

AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 33K-
64K. Each bit protects 4K bytes sectors.

AT32F425: controls the erase and program protection of Sector32-Sector63.

AT32L021: controls the erase and program protection of Sector32-Sector63.

EPP2:

AT32F403/F413/F403A/F407: controls the erase and program protection of sectors in the range of
Flash 65K-96K.

AT32F415: controls the erase and program protection of Sector32-Sector47.

AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 65K-
96K. Each bit protects 4K bytes sectors.

EPP3:

AT32F403/F413/F403A/F407:

Bit 0-6 controls the erase and program protection of sectors in the range of 97K-124K;

Bit 7 controls the erase and program protection of all Sectors after Flash 124K, including SPIM.
AT32F415:

Bits 0-6 control the erase and program protection of Sector48-Sector61;

Bit 7 controls the erase and program protection of all subsequent sectors, including boot memory
(boot memory in AP mode).

AT32F421: Bit 7 controls the boot memory area (boot memory in AP mode)

AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 97K-
128K. Each bit protects 4K bytes sectors.

AT32F425: Bit 7 controls the boot memory area (boot memory in AP mode)

AT32L021: Bit 7 controls the boot memory area (boot memory in AP mode)

EPP4:
AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 129K-
1152K. Each bit protects 128K bytes sectors.

EPPS5:
AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 1153K-
2176K. Each bit protects 128K bytes sectors.

EPP6:
AT32F435/F437: controls the erase and program protection of sectors in the range of Flash 2177K-
3200K. Each bit protects 128K bytes sectors.

EPP7:
AT32F435/F437: Bit 0-6 controls the erase and program protection of sectors in the range of Flash
3201K-4032K. Each bit protects 128K bytes sectors.
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B User data

Figure 22. User data

User data

Date 0 |1 2 (3 |4 |5 & |7 Clear
Data 0---7 (0x) 11 |22 |FF|FF|FF |FF |FF |FF
Data 8---9 (0x) FE|FF

Load file

Save to file

AT32F403/F413/F403A/F407: user data 8 bytes.

AT32F415: user data 10 bytes.

AT32F421: user data 250 bytes.

AT32F435/F437: Flash size is less than 4032K, user data 220 bytes. Flash size 4032K, user data
2012 bytes.

AT32L021: user data 250 bytes.

AT32F425: user data 250 bytes.

Clear: Reset all user system data to OxFF, which is not saved to the device
Load file: Load the user system data file into the table for display
Save to file: Save the user system data in the table to the file.

B SPIM encryption key (AT32F403/F413/F403A/F407)
You can set the encryption key when downloading the SPIM. (As shown in Figure 23)

Figure 23. SPIM encryption key

SFPIM encryptien ker

KEY0 Ok KEY1 O EEYZ D KEYS Ox
FEY4 O KEYS Ox FEYE O KEY? O

B QSPI encryption key (AT32F435/F437)
You can set the encryption key when downloading the QSPI. (As shown in Figure 24)

Figure 24. QSPI encryption key

QSPT encryption kew

KEYO Ox KEY1 O KEYZ Ox KEY3 Ox
KET4 0 EEVE (s KEYE (O KEYT O

B Load from device
Read the user system data from the device and update it to the interface for display.

B Apply to device
Save the settings of the user system data to the device.

B Load from file
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Read the content of user system data from user system data and update it to the interface for
display.

B Savetofile
Save the user system data settings to a file.
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5.4.3 Download to device
(As show in Figure 25)

Figure 25. Download to device

(® Download to device () Disable sLih
=sLib Status: DISABLE Start sector il
IHSTE start sector B
Pazsword Ox I:I End sector N
Ho. File Hame File Size Addressz Range(0x) Add
Delete

Eraze option |Eraze the sectors of file size DEH&blE slib before download

[ ]OptimizeiRemore some FF=) Verify after downleoad
[ ]Write user serial number [ ] Jump to the user program
02010000 00000001 ooooooal

[] Apply User system data

[ ]Enable Access protection after Download

® slLib settings
(AT32F403 not support sLib)

— slib status
The sLib status of the current connected chip, disabled or enabled.

— Remaining usage times (AT32F413/F403A/F407)
It means the remaining number of times of sLib. It can be used up to 256 times, and will be reduced
after each use. When the remaining number of times is 0, the sLib function will not be available.

— Password
Enter the enable password when the sLib function is enabled. Enter the disable password when the
sLib function is disabled.

— Start sector

AT32F413/F415/F403A/F407:

The start sector of sLib area. The instruction area is from the "Start sector" to the "DATA start
sector"(not including The DATA start sector). When sLib is enabled, the data in this area cannot be
erased, written or read.

AT32F421/F435/F437/F425/L021:
The start sector of sLib area.The area from “Start sector” to “INSTR start sector” (not including

2022.07.06 36 Rev 2.04




<[

_\) ISP Programmer Manual

2022.07.06

“INSTR start sector”) is a mixed instruction and data (read only area). Once sLib is enabled, the
data in this area cannot be erased, written, but can be read.

— DATA start Sector/INSTR start Sector

AT32F413/F415/F403A/F407:

The start sector of the sLib data area. This data area is from "DATA start sector" to "End
sector"(including "End sector"). After sLib is enabled, the data in this area cannot be erased and
written, but can be read. When set to "none", it is set to no data area.

AT32F421/F435/F437/F425/L021:

The start sector of sLib instruction area. The instruction area is from "INSTR start sector" to "End
sector" (including "End sector"). After sLib is enabled, the data in this area cannot be erased,
written or read. When it is set to "none", it is no instruction area.

— End Sector
The end position of the sLib area.

® Other download settings
Three file types are supported: bin (binary), hex (hexadecimal), and s19 / srec (Motorola S file).
(As shown in Figure 26)

Figure 26. Download file selection

Ha. File Hame File Size Addres=s Range(lzlx:l Add
1 test 128k bin 13107z O5000000—0501FFFF Delete

If you are adding a bin file, you need to choose a download address.
If you are adding a hex or S19/ SREC file, the download address is obtained from the loaded file.

— Check "Erase the sectors of file size" to erase sectors where the downloaded file is located
before download.

— Check "No Erase", no erase operation will be performed before download.

— Check "Global Erase" to erase the whole memory (including SPIM) before download.

— Check "Jump to the user program" to run the program directly after the download is
complete.

— Check "Enable sLib before download" to enable sLib before download. You need to enter the
password, start sector, DATA/INSTR start sector, and end sector to enable sLib.

— Check "Verify after download"” to run the verify program after downloading to verify whether
the downloaded data is correct.

— Check "Optimize (Remove some FFs)" to optimize the download process, skip the OxFF field
of the file and speed up the download.
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Check "Write user serial number' and download the serial number to the device after
download.

Address: the address where the serial number is programmed into the memory.
Current SN: the serial number of the current programming.

Increase step: this is the amount added to the next serial number after each serial number is
programmed

Check "Apply User system data", load the user system data file after download, and set the
value to the device.

Check "Enable Access Protection after Download" to enable access protection after
download.
For AT32F415/F421/F425/L021, you can enable access protection and high level access
protection (Access protection and user system data erase protection). (AT32F425 high level
access protection is irreversible. Once enabled, it will never be unlocked, with its debugging interface
permanently disabled. Please use with caution.)
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5.4.4 Disable sLib

To disable sLib, enter the disable password. (That is, enter the password when sLib was last
enabled) (As shown in Figure 27):

Figure 27. Disable sLib

() Download to device

slib Status: ENAELE

Paz=w u@

EREEEREE|

(® Dizable sLib

Seotor(—0x8000000
Seotor 10—:5004000
Sector19—0x5013000

When disabling sLib successfully, the whole chip will be erased.

5.4.5Upload from device

Three file types are supported: bin (binary), hex (hexadecimal), and s19 / srec (Motorola S file).
Select the upload sectors. (As shown in Figure 28)

Figure 28. Upload from device

. Memory Mapping >
Hame Start address End addre=ss Size FAP EFF ™
[]sectorn 0x05000000 0x08000FFF 1000 (4E) H H
[]5ectert 0x05001000 0x08001FFF 1000 (4E) H H
[]sectors 0x05002000 0x08002FFF 1000 (4E) H H
[]5ectors 0x05003000 0x08003FFF 1000 (4E) H H
[]5ectord 0x05004000 0x08004FFF 1000 (4E) H H
[]5ectors 0x03005000 0x08005FFF 1000 (4E) H H
[]sectors 0x03006000 0x08005FFF 1000 (4E) H H
[]sectorr 0x0500 7000 0x08007FFF 1000 (4E) H H
[]sectors 0x03003000 0x08005FFF 1000 (4E) H H
[]5ectors 0x05002000 0x08009FFF 1000 (4E) H H
[]secterin 0x05004000 0x08004FFF 1000 (4E) H H
[]secter1l 0x0300E000 0x0300EFFF 1000 (4E) H H
[]sector1z 0x0300C000 0x0800CFFF 1000 (4E) H H
[]sectorls 0x05000000 0x0800DFFF 1000 (4E) H H
[]5ectorld 0x0300E00D 0x0800EFFF 1000 (4E) H H
[]sectorls 0x0300F000 0x0300FFFF 1000 (4E) H H
[]sectorls 0x05010000 0x08010FFF 1000 (4E) H H
[ sectorly 0x05011000 0x08011FFF 1000 (4E) H H
[]sectorls 0x05012000 0x08012FFF 1000 (4E) H H
[]sectorls 0x05013000 0x08013FFF 1000 (4E) H H e
| - - et = ey —— - [ e - -

[]5elect a1l 0E Cancel
D D . e [ ] A - T
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5.4.6 Firmware CRC

This function is used to calculate the CRC code and compare it with the imported file to confirm the
correctness of the downloaded files (This function can be used in the Flash access protection
state).

First you need to select the file to be compared. (As shown in Figure 29)

Figure 29. Firmware CRC

Ho. File Hame File Size Address Range(Ox) Add
1 test_128k. bin 131072 05000000—{0301FFFF Delete
£ >

"Sector fill": the Firmware CRC is performed in units of sectors. What is filled in here is the
download data that is not filled in the sector part. Generally, it is "FF".

5.4.7Flash CRC

This function is used to calculate CRC value, including main Flash and SPIM.
(This function can be used in the Flash access protection state)

(As shown in Figure 30):

Figure 30. Flash CRC

(® Flaczh CEC
Start sector |Sector0—0xS000000 «w | End sector | Sectorl0—0xS004000 e

The start sector and end sector of memory must be set up.
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5.4.8 Protection
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Select "Enable" - "Access Protection" to enable the flash access protection. The whole flash
will be access protected.
AT32F415/F421/F425/L021: enable access protection and high level access protection (Access
protection and user system data erase protection). (AT32F425/L021 high level access protection is
irreversible. Once enabled, it will never be unlocked, with its debugging interface permanently
disabled. Please use with caution.)

Select "Disable" - "Access Protection" to disable the access protection of the whole flash.

Select "Enable" - "Erase and program protection”, and click "...", you can select the sectors
to enable erase and program protection in the dialog box that pops up. (As shown in Figure 31)

Figure 31. Enable erase and program protection

¥ Memory Mapping ot
Fame Start address End address Size FAF EFF ™
[] sectord 0x0E000000 0x0S000FFF 031000 (4K} H H
[] sectorl 008001000 0x0S001FFF 31000 (4E) H H
[Jsectorz Dx08002000 0x02002FFF 021000 (4E) ¥ i)
[Jsectors Dx08003000 0x02003FFF Oz1000 (4E) ¥ "
[Jsectord 0x05004000 0x08004FFF 01000 (4K} H "
[ sectars Nx08005000 0x08005FFF 01000 (4K} i H
[1sectors Ox0E00&E000 0x0S005FFF 031000 (4K) ¥ H
[] sector? Ox0E007000 0x0S007FFF 31000 (4E) H H
[Jsectors Dx08002000 0x02003FFF 021000 (4E) ¥ i)
[Jsectors Dx08009000 0x02009FFF Oz1000 (4E) ¥ "
[ secterio 008004000 0x0800AFFF 01000 (4K} H "
[]35ectortl Nx0800B000 0x0800EFFF 01000 (4K} i H
[] sectorlz Ox0E00C000 0x0S00CFFF 031000 (4K) ¥ H
[] sectorl3 008000000 0x0S000FFF 31000 (4E) H H
[Jsector1d Dx0300EQ00 0x0Z00EFFF 021000 (4E) ¥ i)
[Jzecteris Dx0300F000 0x0Z00FFFF Oz1000 (4E) ¥ "
[Jsectoris 0x08010000 0x08010FFF 01000 (4K} H "
[Jsectorty 0x08011000 0x0801 1FFF 01000 (4K} i H
[] sectorls 0x0E012000 0x03012FFF 031000 (4K) ¥ H
[Jsector1s 0x08013000 0x03013FFF Q1000 (4E) H i) ~
- - - e m et i [ pup—— - [ ey -— _—

D Select A11 0K Cancel

Select "Disable" - "Erase and program protection" to disable the erase and program
protection of the whole flash.
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5.5 Operation progress page

This page displays information related to the operation progress. (As shown in Figure 32)

Figure 32. Operation progress display

o Artery ISP Programmer_V2.0.00 — ot

Target: ATIZ2F403AYET7_1024K

Operation: Veri fy

File Wame: C:\Uzersh=zcottrhanz\Desktopitest hinhex' A hex
File Size: 19288 Status: 19288
Eraze

Funning. . .

Downloa (4. hex)

Funning. . .

Verifyr——0A hex)

Furning. . .

Operation finished succeszfully!

Time: 00:00:00

Back Hext Cancel Cloze

S ) . S
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5.6 SPIM encryption download
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SPIM encryption principle:

When SPIM encrypted download is required, users must first configure the SPIM FLASH_DA and
SPIM encryption key (Key is set in the user system data), and then perform download operation. In
this case, the MCU will encrypt the downloaded original data according to SPIM FLASH_DA and

encryption key as well as internal algorithm in MCU, th

en write the encrypted data to SPIM.

When users want to read the encrypted data in the SPIM, users also need to configure the SPIM
FLASH_DA and encryption key. Based on the SPIM FLASH_DA and encryption key, the MCU uses
the MCU's internal algorithm to decrypt the encrypted data and restore it to the correct original data.

When downloading files to SPIM, the following steps can be set to encrypt the downloaded

contents (AT32F403/F413/F403A/F407 support SPIM)

Step 1: set the SPIM FLASH_DA (As shown in Figure

Figure 33. Encryption

33).

range config

o Artery ISP Programmer_V2.0.00

Pleaze, select your device in the target list

Target |AT3ZF403AVGTT_LOZ4E

PID (k) |700B0344 EID (h) |4703

SPIM

SPIN Type |WoSQ1Z8V 16ME Select
SPIM FLASH_DA Ox D

Flash mapping

R-RY M5 77

e

Protocol Version

(®) RemapO(Use FAL1/FALZ pins)

() Bemapl (Use FEIO/FELL pins)

End address

0x030007FF
Ox(E000FFF
005001 7FF
Ox0E001FFF
005002 7FF
Ox0G00ZFFF
005003 7FF
OxE003FFF
005004 7FF
Ox0G004FFF

Start address

Oz:03000000
O 05000800
D:03001000
Q05001500
D03002000
Q05002500
D:0300:3000
Q05003500
D::03004000
Oz 0E004500

Hame

Sectorl
Sectorl
Sector?
Sectord
Sectord
Sectorh
Sectorf
Sector?
Sectord
Sectord

]
3
=
]
L]

Size

0800 (2K}
DxB00 (ZE)
0800 (2K}
DxB00 (ZE)
0800 (2K}
DxB00 (ZE)
0800 (2K}
DxB00 (ZE)
0800 (2K}
DxB00 (ZE)

EEEEmEEmEE s
EEEEmEEmEE s

¥: Protected . UnProtected

Back

Fext Close

Starting from the address 0x08400000, plus the set FLASH_DA, it is the encryption area.

If encryption is not required, set to 0.
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Step 2: set the SPIM encryption key through the "User system data". (As shown in Figure 34)

Figure 34. SPIM encryption key config

Access protection

we 5] [

5ZE

izable

System setting byte
oW DT_&ATO_EW nIEFSLE_RST

o Artery ISP Programmer_V2.0.00

Eraze and program protection bytes

— >

ECPEQ (SEAM)

w S6KB SEAM ~

Load from device

Apply to 4

Hame Start a .. End add .. Size EFP ™
[ sectorn 003000000 0x030007FF  0xS00(2K) W

[ sectort 003000300 0x03000FFF  0xS000(2K) W

[ sectorz 003001000 0x030017FF  0xS00(2K) W

[ sectors 003001300 0x03001FFF  0xS00(2K) W

[ sectord 003002000 0x030027FF  0xS00(2K) W

[ 5ectors 008002800 0x0S002FFF 0DxBO0(ZK) K

[ 5ectors 008003000 0x080037FF 0DxBO0(ZK) K

1 Santar? M ENTIRN0 DTRONTRRE NS00 CE w ~
Tzer data

Date 0 1 2 3 4 5 [
Data 0---7 (0x) FF |FF |FF |FF |FF |FF |[FF

KEYZ Ox KEY3 Ox [FF |
KEY6 Ox

Back

nSTDEY_RST ETOFT

EPPO-3

D Select all
7 Clear
FF
Load file

Save to file

Save to file

Close

This is the encryption / decryption key for downloading and reading data in the encryption range of
SPIM. When the access protection is disabled, the key is also erased.

Step 3: download the files to SPIM to implement encryption download.
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6 Revision history
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Table 19. Document revision history

Date Revision Changes
2022/07/06 V2.04 1. Support for AT32L021 serial.
2022/01/26 V2.02 2. The serial port number supports a maximum of 1024.
2021/11/23 V2.01 1. Support for AT32F425 serial.
2. Support for AT32F403AVGW.
3. Support for AT32WB415 serial.
2021/10/09 V2.00 1. Initial release. Support for AT32F403/F413/F415/F421/F403A/FAQ7/FA35/F437.
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IMPORTANT NOTICE — PLEASE READ CAREFULLY

Purchasers understand and agree that purchasers are solely responsible for the selection and use of Artery’s products and services.

Artery’s products and services are provided “AS IS” and Artery provides no warranties express, implied or statutory, including, without
limitation, any implied warranties of merchantability, satisfactory quality, non-infringement, or fitness for a particular purpose with respect to

the Artery’s products and services.

Notwithstanding anything to the contrary, purchasers acquires no right, title or interest in any Artery’s products and services or any
intellectual property rights embodied therein. In no event shall Artery’s products and services provided be construed as (a) granting
purchasers, expressly or by implication, estoppel or otherwise, a license to use third party’s products and services; or (b) licensing the third

parties’ intellectual property rights; or (c) warranting the third party’s products and services and its intellectual property rights.

Purchasers hereby agrees that Artery’s products are not authorized for use as, and purchasers shall not integrate, promote, sell or
otherwise transfer any Artery’s product to any customer or end user for use as critical components in (a) any medical, life saving or life
support device or system, or (b) any safety device or system in any automotive application and mechanism (including but not limited to
automotive brake or airbag systems), or (c) any nuclear facilities, or (d) any air traffic control device, application or system, or (e) any
weapons device, application or system, or (f) any other device, application or system where it is reasonably foreseeable that failure of the

Artery’s products as used in such device, application or system would lead to death, bodily injury or catastrophic prop erty damage.

© 2022 ARTERY Technology Company — All rights reserved
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